
www.thalesgroup.com/iot THALES GROUP OPEN

Simplifying Connectivity 
Activation for IoT Devices

28 September 2021

Fedele Gallileo

THALES DIS AIS IoT



T
h

is
 d

o
c
u
m

e
n

t 
m

a
y
 n

o
t 
b

e
 r

e
p

ro
d

u
c
e

d
, 
m

o
d
if
ie

d
, 

a
d
a
p

te
d
, 

p
u
b

lis
h

e
d
, 

tr
a
n

s
la

te
d
, 
in

 a
n

y
 w

a
y
, 
in

 w
h

o
le

 o
r 

in
 

p
a
rt

 o
r 

d
is

c
lo

s
e

d
 t

o
 a

 t
h

ir
d
 p

a
rt

y
 w

it
h

o
u
t 
th

e
 p

ri
o

r 
w

ri
tt
e

n
 c

o
n

s
e

n
t 
o

f 
T

h
a
le

s
-

©
 T

h
a
le

s
2

0
1

9
 A

ll
 r

ig
h

ts
 r

e
s
e

rv
e

d
.

2

REF xxxxxxxxxxxxrev xxx - date

Name of the company/template : 87211168-GRP-EN-004
THALES GROUP OPEN

Thales Business Units



T
h

is
 d

o
c
u
m

e
n

t 
m

a
y
 n

o
t 
b

e
 r

e
p

ro
d

u
c
e

d
, 
m

o
d
if
ie

d
, 

a
d
a
p

te
d
, 

p
u
b

lis
h

e
d
, 

tr
a
n

s
la

te
d
, 
in

 a
n

y
 w

a
y
, 
in

 w
h

o
le

 o
r 

in
 

p
a
rt

 o
r 

d
is

c
lo

s
e

d
 t

o
 a

 t
h

ir
d
 p

a
rt

y
 w

it
h

o
u
t 
th

e
 p

ri
o

r 
w

ri
tt
e

n
 c

o
n

s
e

n
t 
o

f 
T

h
a
le

s
-

©
 T

h
a
le

s
2

0
1

9
 A

ll
 r

ig
h

ts
 r

e
s
e

rv
e

d
.

3

REF xxxxxxxxxxxxrev xxx - date

Name of the company/template : 87211168-GRP-EN-004
THALES GROUP OPENTHALES GROUP OPEN

Thales ðBuilding a Future we can all trust

Security E-HealthSmart Grid

Smart City Banking and PaymentAMI

Logistics AutomotiveTransport

For 25 years, our customers - in a wide range of critical industries ðtrust our IoT solutions to seamlessly 
connect and secure their IoT devices
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The IoT Connectivity Challenge

SKU explosion

Maintaining too many 
product variants increases 

production and logistic 
costs

Complex Manufacturing

Business continuity

Service providers need to 
ensure uninterrupted 

connectivity throughout 
the lifetime of the IoT 

device

Unreliable Connectivity

Complex installation

Technicians need to test 
connectivity before 

deploying in the field

Complex and Lengthy 
Installation



GSMA eSIM Specification. Two models: M2M (Push) vs. Consumer (Pull)

B̔oth approaches can be applied to IoT, but both have limitationsé 

GSMA M2M Model (SGP .02)

Fleet Approach

GSMA Consumer Model (SGP .22)

Device Approach

Pros Å Capability to manage and control 

fleet remotely (without user 

interaction)

Å Significant simplifications in the 

overall setup

Å Eliminates the need for an SM -SR

Cons Å Requires cellular bootstrap

Å Heavy and complex architecture

Å Requires MNO interconnection, 

project setup and multilateral 

agreements

Å Needs native connectivity (WiFi) or

thru companion device (BT/USB)

Å Requires rich user interface

Å LPA has to be supported by the 

device

Best fit Å Very large -scale IoT projects with 

pre -defined mobile carriers

Å Where device has alternative 

communication means (e.g.: Wifi)

Å Local device access at installation



Our vision

Simplicity of consumer 

approach
Large -scale fleet mgmt. of 

M2M approach

Thales provides a GSMA SGP.22 compliant remote subscription management service for 
Cinterion IoT Modules combining unique elements to provide a simple to implement and 
flexible off -the -shelf solution :

Å Thales IoT eSIM 

Å Thales Cinterion IoT Modules

Å Thales Cinterion IoT Suite: remote device management agent and service

Å Thales global bootstrap connectivity

THALES 

CONNECTIVITY 

ACTIVATION           =
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IoT Connectivity Activation by Thales

Connectivity Activation simplifies and optimizes connectivity 

subscription provisioning and selection both in factory and in the field

ÅConnectivity provisioning at IoT device 
manufacturing, personalization center

ÅSmart connectivity provisioning based on 
signal quality measurements at the site of 
installation

ÅFall-back to an alternative MNO in case of 
connectivity loss

ÅSwitch MNO during the lifetime of the IoT 
application to ensure business continuity, 
connection reliability, or for cost -efficiency

Thales eSIM 
inside the 
cellular 
module

Standards 
compliant: 
GSMA eSIM
SGP .22 spec



How does it work?



Applying the device model (GSMA SGP .22) to industrial IoT 

GSMA SGP .22 eSIM for 
smartphone -like device

Consumer devices such as smartphones have a rich user interface 
and the ability to reach the eSIM Server without initial cellular 

connectivity (e.g. WiFi)

User /
Customer

eSIM Server
(SM-DP+)

Device

Native connectivity



Thales Connectivity Activation builds on top of GSMA SGP .22 

eSIM Server
(SM-DP+)

Cellular Device

Cinterion IoT Module
Gemalto eSIM

+

Remote Device 
Management

Cinterion IoT Suite

Thales bootstrap 
connectivity

eSIM

LPA 
Local Profile Assistant

IoT Suite 
Agent

cellular cellular

Thales bootstrap 
connectivity

MNO

GSMA SGP .22 eSIM for IoT device 
without user interface

Most IoT devices lack a rich 
user interface. User is 

òsubstitutedó by a remote 
device management system

Thales Modules incorporates an eSIM, 
the LPA and the agent to interact 

with the Cinterion IoTSuite platform
Thales Bootstrap Connectivity 

eliminates the need of an 
auxiliary WiFi connectivity to 

provision the first connectivity



eSIMIoT 
Module

Connectivity 
Activation 

Rules Engine

Cinterion IoT Suite 

Activation 
Code 

Database

Smart connectivity plan provisioning

Cellular 
Network

MNO A
eSIM Server

Installation 
Site

Subscription 
Profile 

Operator B

IoT Device 
Power ON

4

Local Operator 
Link Quality 

Survey

5

MNO A MNO B
MNO B

eSIM Server

Subscription 
Profile 

Operator A

6 Best Operator 
Selection

MNO A

MNO B

Subscription 
Profile 
Activation

8

Activation 
Code 
Retrieval

2a

IoT Fleet 
Operator MNOs Web Portal 

ICCID

Register 
subscriptions 

using an 
ICCID list

2a

Create & 
manage 

provisioning rules

1

IMEI

Register 
devices 

using an IMEI 
list

3

MNO A

MNO B

7

Push Activation code to device
Subscription Profile Download 

and Activation ( MNO B)
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IoT Connectivity Activation Benefits
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Best network selection to 
achieve SLA targets

Lower logistic costs; 
Single SKU IoT device

No service trips

Business continuity

Remote MNO provisioning: 
provisioned over -the -air at first 
device activation

Smart MNO provisioning: 
dynamically selected based 
on user -defined provisioning 
rules

Back -up MNO connectivity: 
deployed on -demand in case 
of technology sunset or 
network failure

eSIM technology for IoTthat simplifies connectivity plan provisioning and management

MNO selection, prices and contracts completely under IoT service provider control

Leverages existing eSIM Subscription Management servers already in place at MNOs
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Thales Connectivity Activation Beats Traditional Approaches
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Based on GSMA Standards

Most appropriate M(V)NO 
connectivity service 
dynamically provisioned

Service Provider in full 
control of connectivity 
service provider

Manual Card Switch: 
Resource Heavy 
Complex Logistics

Global Roaming SIM: 
Roaming Partners limited
by M(V)NO. Permanent 
roaming restrictions

Multiple Operator 
Subscriptions: 
Higher TCO per device
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