
IOTA, Telco and IoT
 

Trust and Security in the IoT infrastructure



Current trends are transforming the Telco industry
There is an increasing need to manage and secure large 
amounts of IoT data and devices across regulated environments

Mobility, 
cloud & 5G

IoT & edge 
computing

AI & 
Automation



Global and shared IoT infrastructure poses new 
challenges for telco operators

Identity management
Providing an eSIM identity and 
authentication services built on 
Decentralized Identity (DiD)

IoT connectivity/E2E security
Peer-to-peer connectivity for IoT 
devices with feeless, self-managed 
networks and marketplaces

Micropayments
Lowering transaction costs for carriers 
across countries, for small payments (IoT, 
data, royalties) or between customers

Fraud prevention
Reducing losses due to roaming of IoT 
devices and identity fraud and minimizing
costs for fraud detection applications

Inter-carrier settlements
Automation of clearing and financial 
settlement, fraud prevention and KYC/AML 
eliminates complex, manual procedures

5G PMR/network slicing
Guaranteeing that resources are 
being brokered and provisioned 
in a secure and private way



Blockchains provide a unique way to capitalize 
on current trends

Blockchains
Enable fragmented ecosystems of 
users and devices to transact 
securely without intermediates while 
providing transparent audit trails.

Decentralized 
Identities (DiD)
SIM cards present a powerful root 
infrastructure for decentralized 
identities. In turn, DIDs help secure 
and monetize IoT data shared via 
mobile networks and create value 
across industries (eg, reusable KYC).

Smart Contracts
Reduce/eliminate the role of 
intermediaries by eg, automating 
SLA agreements and intercarrier 
settlements, thus creating real-time 
transparency for third parties. This 
also improves revenue assurance 
and dispute resolution while 
reducing fraud.



Collaborative 
ecosystems

Regulatory 
requirements

The Telco industry faces specific requirements 
when selecting a blockchain

Technical 
requirements

Telcos operate at massive scale and 
need a blockchain that offers privacy, 

scalability, and performance (low 
cost, energy efficient) and also 

supports standardization

Need to be able to incorporate 
diverging geographical regulatory 

requirements (eg, license to 
operate) across the entire internal 

operational infrastructure

Need to work together with other 
CSPs to streamline processes 

across global connectivity 
infrastructure



LAYER 1 / CORE PROTOCOL

IOTA is a blockchain without blocks or chains 
that meets the requirements for industry

IOTA

A directed acyclic graph (DAG) of
individual interlinked transactions

Incoming transactions validate and attach to previous 
ones, without transaction fees

Scalability by design

Incoming transactionsValidated transactions

Meets the technical requirements for Telcos 
IOTA’s tech is scalable, secure, fast, feeless and 
energy-efficient.

Can be used in a modular fashion to meet 
regulatory needs
Flexibility to use permissionless network, setup a private 
tangle or design a hybrid solution. 

Build collaborative ecosystems among CSPs
Enables new services (e.g. IoT connectivity, device 
identity, reusable KYC), new business models (eg, data 
transactions, federated marketplaces) and simplifies 
internal telco operations (eg, fraud management)



LAYER 1 / CORE PROTOCOL

IOTA’s architecture gives it unique features

Like most Blockchains, 
the IOTA Tangle is:

On top of that, the 
IOTA Tangle is also:

Immutable

Secure Open source

Permissionless Decentralized

Scalable

Feeless

Energy-efficient
Possibility for 
permissioned networks 
secured by the Tangle

Increasing network 
activity decreases tx 
settlement times

IOTA is designed to be 
used by low-power 
micro and IoT devices

If a device sends 0.001 
cents, the recipient 
receives 0.001 cents 

Finality of 
transactions 
in seconds

Transfers of data 
and value recorded 
on the Tangle

Through state-of-the art 
cryptography and 
probabilistic consensus 

Code and 
documentation are 
publicly available

Anyone can connect to, 
interact with, and 
transact on the Tangle

No central authority 
and no single point of 
failure

Parallelized

Hybrid



   
   

Frameworks and open APIs are an easy, 
modular way to build

Tokenized Assets Streams Smart Contracts Access Digital Identity (DID)

Core protocol
The Tangle provides the basic functionality and security of the IOTA protocol and defines its key characteristics.Th
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LAYER 2 / FRAMEWORKS



IOTA enables a secure Telco infrastructure for the IoT 
industry

LAYER 3 / PRODUCTS AND SOLUTIONS

Federated CSPs 
Marketplace

Covid-19 Health 
Certificates

Identity-as-
a-Service

Project Alvarium - 
Data Confidence Fabric

On-SIM Identity 
and Device Security



Reducing the cost of infrastructure 
while increasing use 

Federated CSPs Marketplace

What it is
Network Operators (CSPs) will face a huge CAPEX issue in the 
coming years. The challenge is thus to define efficient and 
straightforward solutions for moving away from the traditional costly 
“Make / Buy / Rent” models for infrastructure access. Instead of the 
long term commitment and shared procurement rules for 
infrastructure use, a more agile as a service / on-demand-based 
sourcing is needed. 

This can be achieved with the creation of a federated DLT-based CPSs 
Marketplace able to ensure trust and confidence, transparency, 
traceability and compliance with regulation and legislation, alongside 
with enabling new revenue opportunities. (The Marketplace has been 
adapted for a 5G PMR use case.)

The Federated Marketplace

LAYER 3 / PRODUCTS AND SOLUTIONS

❯  Find more information here

https://www.tmforum.org/vertical-industry-telcos-federated-dlt-based-marketplace/


Guaranteeing secure and 
accountable cross-carrier service  
provisioning

Trusted Service Orchestration

What it is
Critical e-health solutions require the composition of multiple 
cross-carriers resources and services with guaranteed SLAs. 5G 
slices guarantee the required flexibility and QoS. However slices 
provisioning traverses multiple providers and its monitoring requires 
decentralized trust and accountability.

Decentralized identities and trusted immutable audit trails allow to 
agree on required slices SLAs, identify the services accessing them, 
monitor their performance and generate accountable violation. The 
security and quality of the system is guaranteed.

Decentralized Service Assurance

LAYER 3 / PRODUCTS AND SOLUTIONS

❯  Find more information here

https://myaccount.tmforum.org/networks/21-0-224/index.html


Increasing data availability with a 
decentralized permissioning system

Federated Data Lakes

What it is
Federating data lakes requires to control and verify the resources of 
information as well as the processes and organizations consuming 
data. Centralized identity and access management tools reduce 
collaboration, introduce lock-in and create single point of failures.

Decentralized identities creation and verification for IoT and 
organizations can be provided as a service and added to any 
ecosystem connecting service providers across various 
telecommunication networks. The Digital Business Marketplace 
allows zero-trust deployment of solutions based on federated Data 
Lakes.

The Digital Business Marketplace

LAYER 3 / PRODUCTS AND SOLUTIONS

❯  Find more information here

https://dbm4.net/


LAYER 3 / PRODUCTS AND SOLUTIONS

KYC efforts in identifying customers and their devices can be 
exported to other services, thus allowing to monetise them, while 
securing additional emerging Internet of Things ecosystems and 
revenue streams.

On-SIM identity
IOTA Identities can be managed directly on SIM. KYC and other 
devices information are issued as signed verifiable credentials 
associated with the SIM identity. The bridge allows telco operators to 
register decentralized identities and issue verifiable credentials. 
Identities and credentials can be created and verified for both 
individuals and devices. Verification can be immutably audited using 
the IOTA ledger thus enabling revenues distribution.

Identity-as-a-Service
Monetizing KYC efforts through on-SIM 
identity and SSI bridge

Today Tomorrow

Telcos requests customer information

Telco/Any can check previous 
verification on tangle

Stores link to information source 
(not personal data)

Telco verifies info 
(costs time & money)

Telco stores info centrally (subject 
to regulation and attacks)

What it is

❯  Find more information here

https://www.iota.org/solutions/digital-identity


LAYER 3 / PRODUCTS AND SOLUTIONS

Smart Meters Identity and VCs
IOTA Identity for smart meters allows for tamper-proof credentials 
validation to certify devices, track and reward RES production, prevent 
cloning and malicious participants in local energy marketplaces.

Trusted Smart Meters
Cross-ecosystems trusted prosumers

What it is

❯  Find more information here

Certified energy prosumers smart meters can enable peer-to-peer 
energy tradings with benefits for local communities and RES 
producers and consumers.

Local Markets rely on authenticity of energy data, while avoiding 
platform lock-in.

https://cityxchange.eu/


There is currently no way to trust that accuracy, security and privacy 
are maintained across public and private boundaries. A data 
confidence fabric creates provenance for data, tracking where data is 
created and where it goes. This provides incredible utility and security 
in the industries surrounding connected and autonomous vehicles, as 
well as outside the mobility industry in telecom, IIoT, eHealth and 
more. 

Co-creating trust fabrics
As part of Project Alvarium, we are enabling cities, residents and 
companies to have confidence that data they use has remained 
uncompromised from the point of creation to final destination. The 
project creates an open, vendor neutral middleware stack where 
multiple IOTA products act as enabling technologies.

Data Confidence Fabric
Edge security, data confidence and trust at scale

LAYER 3 / PRODUCTS AND SOLUTIONS

What it is

❯  Find more information here

https://blog.iota.org/together-iota-and-dell-technologies-demonstrate-project-alvarium/


A connected world

New mobile networks change 
the way individuals and devices 
connect, interact, communicate 
and transact. 
 
The Telco industry is in a unique 
position to unlock IoT 
opportunities 
and data across communities, 
industries and society, powering 
a new wave of security and 
monetization.



We don’t build alone

Mature Network

1,000+ TPS on a 
feeless DAG protocol

390,000+ active 
addresses with value*
 

$173bn value transacted*
 
 

*as of April 2020

Become an active part of our growing ecosystem

The IOTA Foundation was founded and incorporated in Germany in 2017 
to research, develop, and grow the IOTA protocol. By now, the foundation 

counts over 150 employees distributed across more than 25 nations.

Thriving Community

350+ corporate patents

550+ peer reviewed 
research papers

180,000+ community 
members



Github Twitter Discord LinkedIn Website

michele@iota.org

Head of Telco and 
Infrastructure Development

https://twitter.com/iota
https://discord.com/invite/hfwtr4SP
https://www.linkedin.com/company/iotafoundation/mycompany/
https://github.com/iotaledger
https://www.iota.org/
mailto:michele@iota.org

